WebLayers

SOA Governance

Introduction

“Through 2006, SOA and “designing for integration”
will represent the largest single innovation that
reduces the cost and increases the effectiveness of

integration projects in large enterprises.”
Gartner Inc., 2003
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EXECUTIVE SUMMARY
This document provides an analysis of the business drivers behind SOA, the challenges that
Service Orientation places on enterprises, the need for SOA Governance, and the requirements

an SOA Governance solution needs to meet.
Following are the main points discussed in this document:

The move to SOA is inevitable. The move is driven by business requirements for new
business processes. However, the shift in technologies and paradigms is putting enterprise

business operations at risk and threatening the ability to quickly adapt.

SOA requires Governance from day one.  Services are enterprise assets that will stay with a
company for years to come. These assets need to be produced with enterprise quality and
adhere to a well-defined set of standards and policies in order to ensure ongoing operations,

reduce integration costs and complexities, and limit liabilities and security exposure.

Governance defines a new set of requirements . Implementing a Governance solution
requires the definition of enterprise policies and establishment of strong auditing and
conformance mechanisms to ensure that enterprise policies are being adhered to. Further, it
requires analysis, tracking, and improvement of enterprise policies and architecture as the

company’s SOA evolves.

For more information, please contact:

WebLayers, Inc.

238 Main Street, 4™
Cambridge, MA 02142
Tel: 617.301.5060
Fax: 617.507.8003
info@weblayers.com
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SOA IS A BUSINESS IMPERATIVE

In order to introduce new business processes and achieve competitive advantage, today's
competitive markets require that companies deliver business applications faster and at lower
costs.. Companies are frequently unable to effectively integrate their systems, applications, and
processes to confront this new competitive landscape. Integration costs are high. Integration
requires highly skilled professionals, consumes increasing amounts of valuable development

time, and often results in a one-off set of non-reusable, proprietary connections.

Most corporations have silos of applications, platforms, and data that serve specific business

domains with very little reuse and almost no integration capabilities.

XML and Web Services are touted as the solution for this integration challenge by promoting the
creation of software modules, the Services. These services are standards-based, reusable,
platform independent, and easy to integrate. These Services will merge into a new agile
architecture called Service Oriented Architecture (SOA).
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Figure 1 - Business today is limited by software silos Figure 2 - SOA represents a business opportunity

The promised benefits of SOA include a substantial IT cost reduction, faster delivery on
business requirements, and the effective introduction of new and competitive business models.
Senior IT Executives and Analysts agree that this shift in IT development is monumental.

“We are adopting SOA in order to achieve business agility and

competitive differentiation” (CTO of a Fortune 500 company)

And, “Through 2006, SOA and ‘designing for integration’ will
represent the largest single innovation that reduces the cost
and increases the effectiveness of integration projects in large
enterprises” (Gartner, Inc., 2003).
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WHY SOA GOVERNANCE?

The need for SOA Governance is business-oriented. In moving towards SOA, companies want
to ensure continuity of business operations, manage security exposure, align technology
implementation with business requirements, manage liabilities and dependencies, and reduce

the cost of operations.

The impact of ungoverned integration projects can be significant to a company’s operations, as

AT&T Wireless recently experienced with its new CRM roll out:

“The breakdown couldn't have come at a worse time for AT&T
Wireless. It deprived the Telco of thousands of potential new
customers and cost the company an estimated $100 million in

lost revenue™

The failure to govern the evolving SOA can result in millions of dollars in costly service
redesigns, maintenance, and project delays. More damaging are the potential loss of revenue
and the business liabilities. SOA represents a new layer of Services that need to be carefully

created and managed.

Figure 3 - SOA introduces a new layer to the Enterprise

However, these critical requirements are being challenged by the very nature of the

technologies and paradigms that constitute SOA, like XML and Web Services:

It is so easy - Yes, it is very easy to create and consume Web Services. Sometimes, it
iS too easy, as some organizations are experiencing. However, exposing a Web

Services by clicking “create services” in some development tool is far from creating

L AT&T Wireless Self-Destructs [CIO Magazine, April 15, 2004]
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reliable, secure and reusable enterprise Services.

Evolving Standards for XML and Web Services - The number of industry standards
and corporate policies that developers need to learn, comprehend, and adhere to is
constantly increasing. Often, the effort involved in complying with industry standards
conflicts with short-term project objectives. Architecture groups may publish internal
policies in detailed documents and on intranet sites, but project teams do not have the

time or manpower to understand and adhere to them.

Lack of one “SOA Standard” - SOA itself is not an industry standard. Every company

has its own considerations and unique business requirements for its SOA.

A Variety of Vendors - Providing support for XML and Web Services is on the product
roadmap of all major software vendors -- from infrastructure providers to packaged
application providers. Commercially available development tools support the creation of
XML and Web Services. Application servers support the processing of Web Services.

Major packaged application vendors are exposing their systems via Web Services.

Inadequate Tooling - Many of the commercial tools available in the market today
enable developers to design and develop XML and Web Services. However, these tools
are limited to application-level implementations. These products do not provide the
typical developer with the ability to create enterprise-class XML and Web Services for
SOA.

New Layer - New Challenges - Service Oriented Architecture creates a new layer in the
enterprise. This new layer poses new challenges for security, management, reliability,

change management, and much more.

Operational Complexities -  Deployment and life-cycle management procedures
become much more complicated in a SOA environment. Services are not large software
packages, they are software modules that expose and provide functionality as part of a
larger fabric. There are dependencies that are often outside the scope of the deployment
team. Issues such as change management, versioning, and impact analysis are

impossible to manage with the toolsets that are available today.

SOA is not one project - Although SOA might be initially addressed by a centralized
organization, SOA is not created by one “mega-project”. SOA is created as the result of
many independent projects that are all solving specific business and technical

requirements. This creates one of the major SOA challenges, “How do you align
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disparate efforts into a solid, reliable, agile and enterprise-quality architecture?” Let's

analyze a use case with more details.

THE SOA DEVELOPER — A SIMPLE EXAMPLE

Even the simplest engineering task can highlight the substantial complexity involved in
developing for an SOA. Let us consider an independent engineer who is trying to develop and
expose a Web Service out of a specific CRM legacy application, in order to integrate it with the
company portal. The engineer will typically use a development toolset that was designed to help

that engineer quickly and simply develop a service implementation.

The engineer will generate a new set of XML artifacts that this engineer has never created
before, like XML Schema, WSDL, SOAP messages, UDDI publications, and other related WS-*
artifacts. In exposing this service to the enterprise and creating these artifacts, the engineer will
have to take into account many additional parameters such as business requirements, design
patterns, metadata and semantics used to define the service, interoperability and usability
issues. All of these standards are necessary in order to integrate with the larger enterprise
framework. There are additional requirements like versioning, deployment issues, quality of

service, service level agreements, and security.

Figure 4 - Developing to SOA is a New Paradigm

In most, if not all, cases, when faced with these layers of technical, architectural, and business
requirements, the pressing deadlines, and the lack of tools and expertise, the engineers and
project teams will defer. They will revert to implementing only the project's business

requirements, neglecting all of the other elements that are so critical for the creation of
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enterprise quality services.

Challenged with these new realities, companies are ending up with fragile point-to-point XML
and Web Services-based integration solutions. These “temporary” solutions do not support
reusability or scalability beyond the scope of their original design. As business evolves and new
business requirements are defined, the inability to reuse existing assets will negate the benefits
of SOA, creating a ripple-effect of increasing costs and complexity. As a Fortune 500 executive
recently stated during a roundtable discussion at the SOA Forum: “We already have legacy

Web Services.”

Companies today are unable to control and govern the Services that their developers,
contractors, and vendors are developing, deploying, and operating in their environment.

Figure 5 - Ungoverned SOA leads to new silos

This situation leads to these cautions from Gartner, Inc.

“Service-oriented architecture built opportunistically with the
purpose of “getting it over with” as soon as possible, and at as
low a cost as possible, will prove to be a disaster for
enterprises' software infrastructures.”

And,

“In 2006, enterprises worldwide will have spent nearly $3
bilion on failed and redesigned Web services projects

2 The SOA forum www.weblayers.com/theSOAforum
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because of poorly implemented service-oriented
architectures™

SOA GOVERNANCE - BASIC REQUIREMENTS

Service Oriented Architecture requires a major shift in the way software is developed and
deployed within enterprises. Companies will have to move from the “Develop Now, Integrate
Later” view to a “Develop for Integration” paradigm. The new paradigm, technologies, and
standards created to support this shift require companies to implement their SOA in a well

planned, well coordinated, and effectively managed way.

To ensure business continuity, reduce integration costs and complexities, limit corporate
liabilities like security, and to effectively compete in the marketplace, companies must govern

the design, development, deployment, and operations of any new Services in their enterprise.

Figure 6 - Governed SOA ensures agile, reliable, and scalable operations

SOA Governance is the ability to ensure that all of the independent efforts (whether in the
design, development, deployment, or operations of a Service) come together to meet the

enterprise SOA requirements.

Several elements are required to achieve SOA Governance:

Enterprise SOA Policies

Policies set the goals that you use to direct and measure success. Without policies, there is no

Governance. Policy Makers like IT Managers, Architects, Project Leaders, and Application

% Beware of Opportunistic Web Services Projects [Gartner, Inc., 2003]
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Development Leaders are struggling to define, configure, and assign policies in a way that
allows IT development teams to easily and transparently adhere to policies and practices. As a
result, each team creates Services in a slightly differently way. This sacrifices interoperability,
manageability, security, and the other benefits of SOA. Policies need to address the overall
impact to the business of the Services that are being created and deployed. Policies need to
create a strong connection between the business and technology. Companies need the ability to
associate their business policies, technical policies and actual implementation in a transparent
fashion. There are policies that all services must adhere to from an enterprise perspective. This
then proceeds down through the enterprise, all of the way to the granular policies that a project
team might implement, from the perspective of the division or business unit, department, or
team. Policies are technical and business requirements that aim to create a common utilized
language of information and process. Deployed in SOA, policies need to address the very

distributed, asynchronous, and heterogeneous nature of the SOA environment.
Policies might start at the business level with regulatory compliance issues:
Patient name and contact information may not be transmitted as clear text

Each message must carry information to uniquely identify the message source,

destination, timestamp, and transaction ID, to meet mandatory archiving requirements
This is could be followed by specific policies for information security like:
Messages must contain an authorization token

Password element lengths must be at least 6 characters long and contain both numbers

and letters

Every operation message must be uniquely identified and digitally signed
There might be lower-level technical policies that ensure architectural strength:

Do not use RPC Encoded web service operations

Do not use Solicit-Response style of operations

Do not use XML ‘anyAttribute’ wildcards

If any one of these three sets of policies is not followed, the impact on company operations and

bottom line can be lethal.
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Auditing & Conformance

Policies should not be left to documentation. Policies should be an active part of the operations
of companies. Following the policy definition stage, policies should be put to work to detect,
analyze, and audit compliance. This process should be integrated with the design, development,
deployment and operation of Services in an efficient and transparent manner. IT Developers,
Architects, and Project Teams need the ability to conform to policies through an automated

system that will enable them to easily trace and address noncompliance.

Management: Track, Review & Improve

Once policies are defined and conformance processes are in place, decision makers need to
govern the implementation, encourage reusability, manage collaboration processes, and
improve business metrics. These are the true value of integration. Completing these processes

should answer the following questions:
Policies — What policies do we have? Where are these policies implemented?
Enterprise Interfaces — What enterprise Services are being developed?

Conformance Status — How well do our services conform to our policies? Which
interfaces are not in compliance? What is the impact of the noncompliance on the
operations of the Services or our business operations? Are there any security breaches?

What are our service levels?

Impact Analysis — What happens to our SOA operations if we change our current

SOAP policies? What if we need to add new elements to our SOAP message headers?

Interdependencies — How will operations be impacted by changes made to Services?

Which critical processes will be affected or even cease to operate?
Exception Management — Can we grant an exception to a defined policy for a certain
project? What will be the impact of an exception?

Integration

There are two aspects to the integration of SOA Governance: Process Integration and System

Integration.

Process Integration . SOA Governance must integrate with the current flow of Service

development and with the tools and systems available. This ensures that Service
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implementations are in conformance with enterprise policies throughout design, development,

testing, implementation, deployment, and maintenance.

System Integration. SOA Governance must transparently integrate with EAI, development

tools, and other enterprise applications that are producing and consuming Services.

CONCLUSION

SOA Governance is a must in any IT organization. The rapid adoption of XML and Web
Services technologies represent a major change for enterprise IT infrastructures. Companies
today already are experiencing the unmanageable complexities of this new distributed cross-
platform architecture. SOA requires a paradigm shift in the way that software is being developed

and integrated in enterprises.

Services are enterprise assets that will stay with companies for years to come. These Services
need to be produced with enterprise quality and adhere to standards and policies in order to
ensure business continuity, reduce integration costs and complexities, limit corporate liabilities,

and ensure security.

Large enterprises must achieve a true Service Oriented Architecture. We believe that

Governance is a critical element in meeting this goal.
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ABOUT WEBLAYERS, INC.

WebLayers is headquartered in Cambridge, MA. The company was founded in 2002 with
venture capital backing. WebLayers, Inc. is pioneering the market of SOA Governance. The
WebLayers team has extensive leadership experience in integration technologies, distributed
computing and Service Oriented Architecture. WeblLayers is applying its expertise and

experience to enable the Service Oriented Enterprise.

WebLayers is a proud initiator and coordinator of The SOA Forum ; an exclusive roundtable for
Fortune 500 enterprise architects and IT executives. Current members include over 150 senior
IT executives and Enterprise architects from companies such as Merrill Lynch, GE, Procter &
Gamble, AT&T, Morgan Stanley, Fidelity Investments, Thomson Financial, Staples, Bank of
America, Sabre Holdings, BP and others. The forum is also a media partner of Gartner, Inc. See

www.weblayers.com/theSOAforum for more details.

For more info:

WebLayers, Inc.

238 Main Street, 4" Floor
Cambridge, MA 02142
Tel:  617.301.5060
Fax: 617.507.8003
info@weblayers.com
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